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High Dimensional Medical Databases
•

The opportunities are enormous…

“Depressive Symptoms” Example

Autism

Depression

Neurodegeneration

Cerebral
Palsy

Common
Symptoms?

“Worthlessness,
Sadness,
“Fatigue
and
Apathy” Helplessness”
Common mechanisms?

Addictions

Epilepsy

Traumatic
Brain Injury

Personalized medicine
•
•
•

Changing what we mean by “disease”
The opportunities are enormous…
So, too are the challenges

Security and Privacy
•

Privacy is an enormous concern in medicine
•

•

But the full extent of the issue is only just beginning to be
understood.

Personal Health Information:
•

•

“Information in any format that identifies the individual,
including demographic information collected from an
individual that can reasonably be used to identify the
individual.
Additionally, PHI is information created or received by a
health care provider, health plan, employer, or health care
clearinghouse; and relates to the past, present, or future
physical or mental health or condition of an individual.”
HIPAA Guidance

US Health Insurance Portability and
Accountability Act (HIPAA): 18 “identifiers”
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Name
Telephone numbers
Fax numbers
Electronic mail addresses
Social security numbers
Medical record numbers
Health plan beneficiary numbers
Account numbers
Certificate / license numbers
Vehicle identifiers and serial numbers, including license plate numbers
Device identifiers and serial numbers
Web Universal Resource Locators (URLs)
Internet Protocol (IP) address numbers
Location; all geographic subdivisions smaller than a state, including
street address, city, county, precinct, zip code, and their equivalent
geocodes.
Dates (all dates related to the subject of the information, e.g. birth dates,
admission dates, discharge dates, encounter dates, surgery dates, etc.)

Biometric identifiers, including finger and voice prints
Full face photographic images and any comparable images
Any other unique identifying number, characteristic, or code

Brain Image Data
•
•
•

It is possible to reassemble an image of an individual
from an MRI scan
Studies have shown 30 – 70% success rates in
identifying the individual from photographs
Full face photographic images and any comparable
images are PHI

...and evermore shall be so?
•

The concept of PHI is evolving

Erlich and Gymrek, 2013
•

•
•

Accessed publicly available information
from the 1000 Genomes project, as well
as geneology sites
Successfully identified 50 individuals
This is the reality: if we allow even “deidentified” data (ie without personal
identifiers) into an open access
environment, it will be possible to reidentify them.

Building a medical database
•

Even with consent, is open access medical data a
good idea?
•

•
•

… or even ethical?

Should we build a database under the assumption
that the rules will remain as they are now?
When OBI undertook the building of Brain-CODE
these questions were foremost in all of our minds

OBI’s Big Data Needs
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Integrated Discovery System

» Disease-themed, multidisciplinary collaborations collecting multiple
modalities of data

Transformative, secure, virtual resource to advance
understanding of CNS diseases

What Brain-CODE means:
•

•

•

To researchers
•

Collect, share and analyze ‘big’ data from anywhere, across
multiple technologies, data sources, and diseases

•

Augment value of patient’s research data through integration with
accrued health information (e.g., ICES, OHS)

To patients
•

Engagement in the research process

•

Education about their diseases, treatment options, and ongoing
research

To the economy
•

Accelerated development of novel treatments and diagnostics

•

Amplified government investment in CNS R&D

Brain-CODE
 Leverages existing infrastructure and expertise wherever possible
 “InDOC” Consortium:
Group

Lead

Expertise

Ontario Cancer Biomarker Network (OCBN)

Dr. Kenneth Evans (Exec Dir)

Molecular biomarker and clinical
specimen data management; Overall
leadership of BrainCODE

Rotman Research Institute

Dr. Stephen Strother

Brain imaging data management

Applied Health Research Centre (AHRC)
at St. Michael’s Hospital

Dr. Muhammad Mamdani

Clinical trials infrastructure

High Performance Computing Virtual
Laboratory (HPCVL) in Kingston

E -Health Information Laboratory at the
Children’s Hospital of Eastern Ontario (CHEO)

Dr. Ken Edgecombe

Dr. Khaled El -Emam

Secure, regulatory -compliant
computing and large scale data
storage
Tools for de-identification,
encryption, secure linkage, secure
computation

Privacy and Security
» The OBI and Brain-CODE adhere to the highest levels of data
privacy and security:
• Security: HPCVL, controlled access, security of data transfer
and storage higher than bank-level
• Encryption: Sophisticated algorithms for record linkage
• Privacy systems: Full PIA completed in collaboration with
Ontario Privacy Commissioner: designated “Privacy by Design
Ambassador” by same

• Governance: Extensive policy framework and governance
apparatus ensures ongoing compliance with regulatory and
REB requirements

Brain-CODE Portal

Designed to seamlessly link with autonomous databases

Patient enrols in study

Patient contributes data to other study

Mathematical properties of
encrypted numbers allow
them to be identified as
coming from same person,
without ever de-encrypting
the health card number
itself

Encryption issues
•
•
•

•

Some efforts to encrypt even highly complex data (e.g.
Imaging, sequencing)
Perhaps a solution to security issues, but what happens
when you need to analyze the data?
For many large data sets you have another issue:
they’re too large for widespread downloading to be
practical
One solution:
•
•
•

Allow access to data for mining, but within a secure environment
Only allow results to be extracted, not data
Brain-CODE approach, but also being proposed by others (e.g.
NCI)

Secure, Comprehensive, High Performance
Data Management Platform

Brain-CODE Platform
Access restricted to
approved project
personnel

Locked down
database: no outside
access
Data accessible only
within workspaces;
analytics tool support
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